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Chapter 1

Introduction

Embedded systems generally operate as closed-loop control systems: they repeatedly sam-
ple sensors, calculate appropriate control responses, and send those responses to actuators.
In safety-critical applications, such as �y- and drive-by-wire (where there are no direct con-
nections between the pilot and the aircraft control surfaces, nor between the driver and the
car steering and brakes), requirements for ultra-high reliability demand fault tolerance and
extensive redundancy. The embedded system then becomes a distributed one, and the basic
control loop is complicated by mechanisms for synchronization, voting, and redundancy
management.

Systems used in safety-critical applications have traditionally been federated, meaning
that each �function� (e.g., autopilot or autothrottle in an aircraft, and brakes or suspension
in a car) has its own fault-tolerant embedded control system with only minor interconnec-
tions to the systems of other functions. This provides a strong barrier to fault propagation:
because the systems supporting different functions do not share resources, the failure of
one function has little effect on the continued operation of others. The federated approach
is expensive, however (because each function has its own replicated system), so recent ap-
plications are moving toward more integrated solutions in which some resources are shared
across different functions. The new danger here is that faults may propagate from one func-
tion to another; partitioning is the problem of restoring to integrated systems the strong de-
fenses against fault propagation that are naturally present in federated systems. A dual issue
is that of strong composability: here we would like to take separately developed functions
and have them run without interference on an integrated system platform with negligible
integration effort.

The problems of fault tolerance, partitioning, and strong composability are challenging
ones. If handled in an ad-hoc manner, their mechanisms can become the primary sources of
faults and of unreliability in the resulting architecture [Mac88]. Fortunately, most aspects
of these problems are independent of the particular functions concerned, and they can be
handled in a principled and correct manner by generic mechanisms implemented as an
architecture for distributed embedded systems.
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achieved (for reasons to be explained shortly) in time-triggered systems. Partitioning is a
necessity in integrated safety-critical systems, but once achieved it also creates new oppor-
tunities. First, it simpli�es the construction of fault-tolerant applications: such applications
must be replicated across separate components with independent failure characteristics and
no propagation of failures between them. Traditional “federated” architectures are typi-
cally hand-crafted to achieve these properties, but partitioning provides them automatically
(indeed, they are the same as partitioning, reinterpreted to apply to the redundant compo-
nents of a single application, rather than across different applications). Second, partitioning
allows single applications to be “deconstructed” into smaller components that can be de-
veloped to different assurance levels: this can reduce costs and can also allow provision of
new, safety-related capabilities. For example, an autopilot has to be developed to DO-178B
assurance Level A [RTC92]; this is onerous and expensive, and a disincentive to introduc-
tion of desirable additional capabilities, such as extensive built-in self test (BIST). If the
BIST could run in a separate partition, however, its assurance might be reduced to Level
C, with corresponding reduction in its cost of development. Third, although the purpose of
partitioning is to exclude fault propagation, it has the concomitant bene�t that it promotes
composability. Acomposabledesign is one in which individual applications are unaffected
by the choice of the other applications with which they are integrated: an autothrottle, for
example, could be developed, tested, and (in principle) certi�ed, in isolation—in full con�-
dence that it will perform identically when integrated into the same system as an autolander
and a coffee maker.

Partitioning and composability concern thepredictabilityof the resources and services
perceived by the clients (i.e., applications and their subfunctions) of an architecture; pre-
dictability has two dimensions:value(i.e., logically correct behavior) andtime (i.e., ser-
vices are delivered at a predictable rate, and with predictable latency and jitter). It is tem-
poral (time) predictability—especially in the presence of faults—that is dif�cult to achieve
in event-triggered architectures, and thereby leaves time triggering as the only choice for
safety-critical systems. The problem in event-driven buses is that events arriving at differ-
ent nodes may cause them to contend for access to the bus, so some form of media access
control (i.e., a distributed mutual exclusion algorithm) is needed to ensure that each node
eventually is able to transmit without interruption. The important issue is how predictable
is the access achieved by each node, and how strong is the assurance that the predictions
remain true in the presence of faults.

Buses such as Ethernet resolve contention probabilistically and therefore can provide
only probabilistic guarantees of timely access, and no assurance at all in the presence of
faults. Buses for embedded systems such as CAN [ISO93], LonWorks [Ech99], or Pro�bus
(Process Field Bus) [Deu95] use various priority, preassigned slot, or token schemes to re-
solve contention deterministically. In CAN, for example, the message with the lowest num-
ber always wins the arbitration and may therefore have to wait only for the current message
to �nish (though that message may be retransmitted in the case of transmission failure),
while other messages also have to wait for any lower-numbered messages. Thus, although
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Chapter 2

Comparison

We begin with a brief description of the topology and operation of each of the four bus
architectures, and then consider each of them with respect to the issues introduced in the
previous chapter. Within each section, the buses are considered in the order of their date of
�rst publication: SAFEbus, TTA, SPIDER, FlexRay. Certain paragraphs are labeled in the
margin by keywords that are intended to aid navigation.

2.1 The Four Buses

We describe the general characteristics of each of the bus architectures considered.

2.1.1 SAFEbus

SAFEbusTMwas developed by Honeywell (the principal designers are Kevin Driscoll and
Ken Hoyme [HDHR91, HD92, HD93]) to serve as the core of the Boeing 777 Airplane In-
formation Management System (AIMS) [SD95], which supports several critical functions,
such as cockpit displays and airplane data gateways. The bus has been standardized as
ARINC 659 [ARI93], and variations on Honeywell's implementation are being used or
considered for other avionics and space applications.

SAFEbus uses a bus interconnect topology similar to that shown in Figure 1.2; the
interfaces (called Bus Interface Units, or BIUs) are duplicated, and the interconnect bus
is quad-redundant; in addition, the whole AIMS is duplicated. Most of the functionality
of SAFEbus is implemented in the BIUs, which perform clock synchronization and mes-
sage scheduling and transmission functions. Each BIU acts as its partner's bus guardian
by controlling its access to the interconnect. Each BIU of a pair drives a different pair of
interconnect buses but is able to read all four; the interconnect buses themselves each com-
prise two data lines and one clock line. The bus lines and their drivers have the electrical
characteristics of OR gates (i.e., if several different BIUs drive the same line at the same
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time, the resulting signal is the OR of the separate inputs). Some of the protocols exploit
this property.

Of the architectures considered here, SAFEbus is the most mature�it has been keeping
Boeing 777s in the air for nearly a decade�but it is also the most expensive: the BIUs
provide rich functionality and are fully duplicated at each node.

2.1.2 TTA

The Time-Triggered Architecture (TTA) was developed by Hermann Kopetz and colleagues
at the Technical University of Vienna [KG93, KG94, MBSP02]. Commercial development
of the architecture is undertaken by TTTech and it is being deployed for safety-critical
applications in cars by Audi and Volkswagen, and for �ight-critical functions in aircraft
and aircraft engines by Honeywell (speci�cally, the FADECs of Honeywell’s F124 engine
for the Aermacchi M-346 �ghter/trainer, and of General Electric’s F110 engine for the F16
�ghter) and Hamilton Sunstrand/Nord Micro (speci�cally, the cabin pressure control of the
Airbus A380).

Current implementations of TTA use a bus interconnect topology similar to that shown
in Figure 1.2; we will refer to this version as TTA-bus. The next generation of TTA imple-
mentations will use a star interconnect topology similar to that shown in Figure 1.3; we will
refer to this version as TTA-star. The interfaces are essentially the same in both designs;
they are called controllersand implement the TTP/C protocol [TTT02] that is at the heart
of TTA, providing clock synchronization, and message sequencing and transmission func-
tions. The interconnect is duplicated and each controller drives both copies. In TTA-bus,
each controller drives the buses through a bus guardian; in TTA-star, the guardian func-
tionality is implemented in the central hub. TTA-star can also be arranged in distributed
con�gurations in which subsystems are connected by hub-to-hub links.

Of the architectures considered here, TTA is unique in being used for both automobile
applications, where volume manufacture leads to very low prices, and aircraft, where a
mature tradition of design and certi�cation for �ight-critical electronics provides strong
scrutiny of arguments for safety.

2.1.3 SPIDER

A Scalable Processor-Independent Design for Electromagnetic Resilience (SPIDER) is
being developed by Paul Miner and colleagues at the NASA Langley Research Cen-
ter [MMTP02] as a research platform to explore recovery strategies for radiation-induced
high-intensity radiated �elds/electromagnetic interference (HIRF/EMI) faults, and to serve
as a case study to exercise the recent design assurance guidelines for airborne electronic
hardware (DO-254) [RTC00].

The SPIDER interconnect is composed of active elements called Redundancy Manage-
ment Units, or RMUs. Its topology can be organized either as shown in Figure 1.4, where
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event produces faults in multiple FCUs. We consider only physical faults (those caused by
damage to, defects in, or aging of the devices employed, or by external disturbances such as
cosmic rays, and electromagnetic interference): design faults must be excluded, and must
be shown to be excluded by stringent assurance and certi�cation processes.

It is a key assumption of all reliability calculations that failures of separate FCUs are
statistically independent. Knowing the failure rate of each FCU, we can then use Markov or
other stochastic modeling techniques [But92] to calculate the reliability of the overall archi-
tecture. Of course these calculations depend on claimed properties of the architecture (e.g.,
�this architecture can tolerate failures of any two FCUs�), and design assurance methods
(e.g., formal veri�cation) must be employed to justify these claims. The division of labor is
that design assurance must justify a �theorem� of the form

enough nonfaulty componentsimplies correct operation

and stochastic analysis must justify the antecedent to this theorem.
The assumption that failures of separate FCUs are independent must be ensured by

careful design and assured by stringent analysis. True independence generally requires that
different FCUs are served by different power supplies, and are physically and electrically
isolated from each other. Providing this level of independence is expensive and it is gen-
erally undertaken only in aircraft applications. In cars, it is common to make some small
compromises on independence: for example, the guardians may be fabricated on the same
chip as the interface (but with their own clock oscillators), or the interface may be fabri-
cated on the same chip as the host processor. It is necessary to examine these compromises
carefully to ensure that the loss in independence applies only to fault modes that are benign,
extremely rare, or tolerated by other mechanisms.

The fault modementioned above is one aspect of a fault hypothesis; the others are
the total numberof faults, and their rate of arrival. A fault mode describes the kind of
behavior that a faulty FCU may exhibit. The same fault may exhibit different modes at
different levels of a protocol hierarchy: for example, at the electrical level, the fault mode
of a faulty line driver may be that it sends an intermediate voltage (one that is neither a
digital 0 nor a digital 1), while at the message level the mode of the same fault may be
�Byzantine,� meaning that different receivers interpret the same message in different ways
(because some see the intermediate voltage as a 0, and others as a 1). Some protocols can
tolerate Byzantine faults, others cannot; for those that cannot, we must show that the fault
mode is controlled at the underlying electrical level.

The basic dimensions that a fault can affect are value, time, and space. A valuefault
is one that causes an incorrect value to be computed, transmitted, or received (whether as
a physical voltage, a logical message, or some other representation); a timing fault is one
that causes a value to be computed, transmitted, or received at the wrong time (whether too
early, too late, or not at all); a spatial proximityfault is one where all matter in some spec-

Spatial
proximity fault

i�ed volume is destroyed (potentially af�icting multiple FCUs). Bus-based interconnects
of the kind shown in Figure 1.2 are vulnerable to spatial proximity faults: all redundant
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Fault modes:

� Arbitrary active faults in BIUs and CPMs

� Arbitrary passive faults in the buses

� Spatial proximity faults that may take out an entire cabinet

Maximum faults: SAFEbus adopts a single-fault hypothesis: at most one component of
any pair may fail. In more detail, the fault hypothesis of SAFEbus allows the follow-
ing numbers of faults.

� At most one of the BIUs in any node (the entire node is then considered faulty)

� At most one of the CPMs in a node (the entire node is then considered faulty)

� At most one fault in either of the two buses

� Any number of nodes may fail, but for an application to be functional, at least
one node that supports it must be nonfaulty

Fault arrival rate:

� Able to tolerate any rate

2.2.2 TTA

The FCUs of TTA depend on how the system is fabricated. It is anticipated that in high-
volume applications, TTP controllers will be integrated on the same chip as the host, so
these should be considered to belong to a single FCU. Current implementations of TTP-
bus have the controller separate from the host, but the bus guardians are on the same chip
as the controller. Guardians do, however, have their own clock oscillator, so they can be
considered a separate FCU for time-partitioning purposes. TTA-star moves the guardians to
the central hub, where they de�nitely form a separate FCU from the controllers. TTA-bus
has two bus lines, which are separate FCUs; in TTA-star, the interconnect functionality is
provided by the central hubs (so the bus guardian and interconnect are in the same FCU),
which are duplicated.

The fault hypothesis of TTA is the following.

Fault modes:

� Arbitrary active faults in controllers and the hub of TTA-star

� Arbitrary passive faults in the guardians and buses of TTA-bus

� Spatial proximity faults that may take out nodes and a hub in TTA-star; spatial-
proximity faults are not part of the fault hypothesis for TTA-bus

Maximum faults: TTA adopts a single-fault hypothesis. In more detail, the fault hypoth-
esis of TTA assumes the following numbers of faults.
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group members are eligible for use in synchronization, so the clock of the excluded node
will not be placed in the clock-difference queue, and that of some other node having the
SYF �ag will be used instead.

2.3.3 SPIDER

SPIDER uses an event-based algorithm similar to that of Srikanth and Toueg, and also
in�uenced by Davies and Wakerly [DW78] (this remarkably prescient paper anticipated
many of the issues and solutions in Byzantine fault tolerance by several years) and Palumbo
[Pal96].

The basic design of SPIDER is similar to that of the Draper FTP [Lal86] in that its active
components are divided into two classes (BIUs and RMUs) that play slightly different r�oles
in each of its algorithms. In SPIDER, the RMUs play the part of the �interstages� in FTP.
Its clock synchronization algorithm operates in three phases as follows.

1. Each RMU broadcasts a �ready� event to all BIUs when its own clock reaches a
speci�ed value.

2. Each BIU broadcasts an �accept� event to all RMUs as soon as it has received events
from t + 1 RMUs (where t is the number of faults to be tolerated).

3. Each RMU resets its clock as soon as it has received events from t + 1 BIUs.

This synchronizes the RMUs; the BIUs can be synchronized by one more wave of events
from the RMUs.

2.3.4 FlexRay

FlexRay uses the standard Welch-Lynch algorithm, with clock differences presumably de-
termined in a manner similar to TTA. However, published descriptions of FlexRay indicate
that it has no membership service and no mechanisms for detecting faulty nodes, nor for
recon�guring to exclude them. To tolerate two arbitrary faults (as claimed in published
descriptions), FlexRay must therefore employ at least seven nodes with �ve disjoint com-
munication paths or three broadcast channels (3t + 1, 2t + 1, and t + 1, respectively, for
t = 2), whereas TTA can do this with �ve nodes (providing the faults arrive sequentially)�
and with seven nodes it can tolerate four sequential faults.

2.4 Bus Guardians

Some kind of bus guardian functionality is necessary to prevent faulty nodes usurping the
scheduled time slots of other nodes or even�in the case of the �babbling idiot� fault
mode�destroying all legitimate communication. Bus guardianship depends on message
transmission by an interface to an interconnect being mediated by a separate FCU that has
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independent units (e.g., both interfaces of a pair, or an interface and its guardian); the second
requires some form of collision detection and resolution: this should be deterministic to
guarantee an upper bound on the time to reach resolution (that will allow a single interface
to send an uninterrupted “wake up” message) and, ideally, should not depend on reliable
collision detection (because there is no such thing).

Components that detect faults in their own operation, or that are noti�ed of their faulty
operation by others (e.g., through failed comparison with a paired component, or by exclu-
sion from the group in a system that employs group membership) may drop off the bus and
undergo local restart and self-test. If the test is successful (i.e., the fault was transient), then
the component will attempt to reintegrate itself into the ongoing operations of the bus. This
is a delicate operation because the sudden arrival of a new participant in the bus traf�c can
present symptoms rather like a fault—and can be particularly challenging to handle if a real
fault is manifested simultaneously, or if another component rejoins at the same time.

Restart of the whole bus, and reintegration of individual components, can be interpreted
as self-stabilizing services: self-stabilizing algorithms are those that converge to a stable
state from any initial state [Dij74,Sch93]. Such algorithms generally assume that no faults
are present (or that transient faults have ceased) once stabilization begins; in the circum-
stances considered here, however, it is possible that some residual faults remain during sta-
bilization. Thus, the algorithms employed for restart and reintegration in bus architectures
do not make explicit reference to self-stabilization, although this may provide an attractive
framework for their formal analysis. Frameworks that integrate self-stabilization with fault
tolerance have been proposed [AG93, GP93] that may provide a useful foundation for this
endeavor.

2.5.1 SAFEbus

A SAFEbus node in the “out-of-sync” state listens on the bus for a Long Resync; if it �nds
one, it uses the information in that message to integrate itself into the ongoing activity of
the bus. If a Long Resync is not detected for a certain length of time, the node transmits
an Initial Sync message on all buses (note that both BIUs in the node must agree on this
action). Due to the OR gate character of the SAFEbus lines, and the coding used for the
Initial Sync message, it does no harm if several nodes attempt to send this message nearly
simultaneously. After sending or receiving an Initial Sync message, a node waits a speci�ed
amount of time and then sends a Long Resync message; all nodes should be reintegrated
and the bus restarted at this point.

SAFEbus uses the same mechanisms for cold start and restart; these are very fast, as
nodes will send Initial Sync messages after a timeout that is little longer than a single
round of the cyclic schedule, and the bus will be synchronized and operational in the round
after that. Reintegration is even faster, as the reintegrating node need wait only for a Long
Resync to be sent, and each node initiates at least one of these per round. The SAFEbus
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mechanisms are fully decentralized and very robust (e.g., they do not depend on collision
detection).

2.5.2 TTA

TTA's mechanisms for cold start, restart, and reintegration are conceptually similar to those
of SAFEbus, but cannot use the electrical properties of the bus (because TTA operates
above this level, and can be used with any transmission technology) and are therefore rather
more complex. In addition, TTA uses distributed group membership information, and it is
necessary to initialize or update this consistently.

A TTA controller that has been excluded from the membership, or that has recently
restarted, listens to activity on the bus until it recognizes an “I-Frame” message. These
are broadcast periodically, and contain suf�cient information to initialize the clock and
membership vector of the controller. The controller then observes the bus activity for a
further round to check that its “C-State” (i.e., the controller state information that is encoded
in the CRCs attached to each message) is consistent with the other controllers on the bus,
and thereafter resumes normal operation.

If no I-Frame is detected, the controller will transmit one itself after a certain interval,
but on only one of the two buses (presumably this limitation to a single bus is intended to
limit the harm caused by a faulty controller that attempts to cold start an already-functioning
bus). The membership indicated in this I-Frame will contain only the controller that sends
it. Other controllers that receive this I-Frame will synchronize to it and start executing
the schedule indicated in their MEDLs. During the subsequent round of messages, each
controller will add others to its membership when it observes their broadcasts. All nodes
should be fully integrated by the end of the �rst round following the cold start I-Frame.
Some ambiguities in the description of the state-machine that speci�es these transitions
[TTT02, Section 9.3] were identi�ed in simulation by Bradbury [Bra00].

It is possible that two controllers could send a cold start I-Frame at the same time, re-
sulting in a collision on the bus. This should cause no recognizable message to be received;
the two initiating controllers will have different timeouts, so their subsequent attempts will
not collide, and one of them will succeed in starting the bus (modulo the possibility of col-
lisions with other controllers, which are resolved in the same way). The danger is that the
colliding messages may not be received the same everywhere (they will be traveling down
the bus from different sources, at �nite speed), and that some nodes will receive one or
other of the messages, while others receive an invalid message. One proposed solution to
this danger is for nodes sending cold start I-Frames always to act as if a collision had oc-
curred. A related problem can arise because the cold start I-Frame is sent on only a single
bus, where SOS or other faults may cause asymmetric reception. Here, as in the case of
asymmetric collision detection, it is possible for some controllers to synchronize to a cold
start I-Frame, while others do not—the latter may subsequently synchronize to a different
initial I-Frame, resulting in two coexisting cliques. A proposed solution for this case is to
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send cold start I-Frames on both buses, and to deal with faulty transmission of cold start
frames in the bus guardian of the hub.

Another problem can arise because there are no checks on the content of the cold start
I-Frame. A faulty controller could provide bad data (e.g., an unde�ned mode number or
MEDL position) and thereby cause good receivers to detect errors and shut down. Proposed
solutions to this problem include more checking by the bus guardian of a central hub, or a
more truly distributed start/restart algorithm.

Recent analysis has exposed the problems in TTA startup and restart described above.
These can arise only in highly unusual circumstances, and are being addressed in the design
of the new TTA-star con�guration.

2.5.3 SPIDER

These aspects of SPIDER are not documented as yet.

2.5.4 FlexRay

As described below in Section 2.7.4, FlexRay differs from SAFEbus and TTA in that the
full schedule for the system is not installed in each node during construction. Instead, each
node is initialized only with its own schedule, and learns the full con�guration of the system
by observing message traf�c during startup. This seems vulnerable to masquerading faults.

The method for initial synchronization of clocks in FlexRay is not described. It is
dif�cult to initialize the Welch-Lynch algorithm if faults are present at startup: [Min93]
describes scenarios that lead to independent cliques. It seems that TTA’s clique-avoidance
protocol will rescue it from these scenarios, but in the absence of such a mechanism, it is not
clear how FlexRay can do so. There are clock synchronization algorithms that self-stabilize
in the presence of faults (e.g., [DW95]), but these are complex, or rely on randomization.
Randomization is generally considered unacceptable in a safety-critical system because cor-
rect operation is only probabilistically guaranteed, but it may be acceptable during startup
(though recall the failure of the �rst attempt to launch the Space Shuttle [SG84]) or as part
of a �never give up� strategy.

2.6 Services

The essential basic purpose of these architectures is to make it possibleto build reliable
distributed applications; a desirable purpose is to make it straightforwardto build such ap-
plications. The basic services provided by the bus architectures considered here comprise
clock synchronization, time-triggered activation, and reliable message delivery. Some of
the architectures provide additional services; their purpose is to assist straightforward con-
struction of reliable distributed applications by providing these services in an application-
independent manner, thereby relieving the applications of the need to implement these ca-
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that this node has entered its �blackout� mode (and is, for example, applying no force to its
brake). It could be catastrophic if this node does not adopt the consensus view and continues
operation (e.g., applying force to its brake) based on its local assessment of its own health.

A membership service operates as follows. Each node maintains a private membership
list, which is intended to comprise all and only the nonfaulty nodes. Since it can take a while
to diagnose a faulty node, we have to allow the common membership to contain at most one
faulty node. Thus, a membership service must satisfy the following two requirements.

Agreement: The membership lists of all nonfaulty nodes are the same.

Validity: The membership lists of all nonfaulty nodes contain all nonfaulty nodes and at
most one faulty node.

These requirements can be achieved only under benign fault hypotheses (it is provably
impossible to diagnose an arbitrary-faulty node with certainty). When unable to main-
tain accurate membership, the best recourse is to maintain agreement, but sacri�ce validity
(nonfaulty nodes that are not in the membership can then attempt to rejoin). This weakened
requirement is called �clique avoidance.� Note that it is quite simple to achieve consistent
membership on top of an interactively consistent message service: each node broadcasts
its own membership list to every other node, and each node runs a deterministic resolution
algorithm on the (identical, by interactive consistency) lists received. It is much more dif�-
cult to achieve consistent membership in the absence of an interactively consistent message
service (and will require multiple rounds of message exchange).

2.6.1 SAFEbus

SAFEbus provides two important services: interactively consistent message transmission,
and automatic master/shadow rollover.

Messages from one host to another traverse two BIUs on their way to the four sepa-
rate buses, and two more BIUs on their way to a receiving host. Although not required
by the ARINC 659 standard, Honeywell’s implementation of SAFEbus has an additional
path for cross-comparison of messages between the receiving BIUs. This additional cross-
comparison is crucial to SAFEbus’s ability to provide interactive consistency.

SAFEbus allows as many as four different nodes to occupy a single slot managed as a
master and as many as three shadows. If the master fails to send an expected message, then
its �rst shadow will take over the slot within a few bit times, and so on down to the third
shadow. A faulty BIU in a shadow cannot usurp its master’s slot inappropriately because it
will be inhibited by the guardian function of its partner BIU. The interactively consistent
message transmission provided by SAFEbus ensures that the master and shadows will all
have seen an identical history of messages and can therefore provide seamless transfer of
function (masters and shadows may not have the same state, since some shadows may be
speci�ed to provide degraded functionality). SAFEbus provides a special class of messages
that allow masters to communicate speci�cally with their shadows.
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In Honeywell's implementation, each node has a pair of hosts (CPMs) that cross-
compare and fail silent on disagreement; the BIUs do the same (in any implementation),
so the whole node is fail-silent. In this context, master/shadow rollover is an effective and
straightforward way to provide high availability and is preferred to other fault-masking
methods such as majority voting.

SAFEbus does not employ membership, but nodes read their own transmissions on the
bus just as other receivers do and are therefore quickly able to detect if they have suffered
a transmission fault, and can make suitable compensation, if necessary. Most SAFEbus
applications rely on self-checking, fail-silence, and master/shadow rollover to provide fault
tolerance, and do not require a membership service. It is, however, quite straightforward to
implement such a service, if required, at the application level—given the underlying support
for interactively consistent message transmission.

2.6.2 TTA

Interactive consistency requires that any transmission results in identical reception at all
receivers. Unlike SAFEbus, TTA does not have enough independent signal paths and rounds
of voting to achieve this property directly, but it achieves it indirectly in a very clever way.

TTA uses high-grade checksums that can be considered equivalent to digital signatures.
This eliminates the possibility that different recipients obtaindifferentvalues from a single
broadcast, leaving only a residual asymmetry between those that do receive a value and
those that do not. This “weak consistency” is preferable to asymmetric reception, but is in-
adequate for the construction of consistent replicas and backups. Simple acknowledgments
are insuf�cient to �x the dif�culty, because they may be lost or received asymmetrically
also. TTA, however, provides a property called “clique avoidance” as part of its member-
ship service, and this is equivalent to a consistent acknowledgment: only those nodes that
receive a message, or those that did not (whichever is in the majority) will remain in the
membership [BP00, KBP01]. In common cases (where just one newly faulty node fails to
receive, or a newly faulty sender fails to transmit), clique avoidance is achieved by the stan-
dard membership function and excludes exactly the faulty node. In rare cases, where there
are multiple faults, or an asymmetric fault, the behavior of the clique-avoidance protocol is
sound (the survivors have consistent state), but may be Draconian, in that nonfaulty proces-
sors may be removed from the membership (though they may rejoin at the next round).

The combination of checksummed transmissions and clique avoidance provides a form
of interactive consistency related to “Crusader Agreement” [Dol82] and to “Weak Byzan-
tine Agreement” [Lam83]. Crusader agreement is similar to Byzantine agreement (i.e.,
interactive consistency) except that when the transmitter is faulty, it is acceptable for some
receivers not to agree with others on the value transmitted, provided they “explicitly know”
that the transmitter is faulty. In the “Draconian” agreement achieved by TTA, this “explicit
knowledge” is achieved through the clique-avoidance protocol and is associated with ex-
clusion from the group. In weak Byzantine agreement, receivers may agree onany value
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sistency with only three full processors�since this is all that is required to tolerate (using
TMR) the failure of a host processor running the actual application. The problem, of course,
is that interactive consistency requires at least four participants to tolerate a single arbitrary
fault. The architecture adopted in FTP overcomes this limitation by adding three impov-
erished processors (these are the �interstages�) that act rather like mirrors. The processors
and interstages comprise six FCUs, so interactive consistency is feasible in theory�and
it is achieved in practice by a very clever algorithm whose correctness has been formally
veri�ed [LR94]. The interactive consistency algorithm of SPIDER is similar to that of FTP
(with RMUs taking the part of the interstages). The algorithm operates as follows.

� A host sends its value to its BIU.

� The BIU broadcasts this value to all RMUs.

� RMUs broadcast the value received to all BIUs.

� Each BIU performs a hybrid-majority vote on the values received and forwards the
winner to its host. (A hybrid-majority vote is one from which manifestly bad values
are excluded.)

This differs from the FTP algorithm in that the broadcast to all RMUs in the second step
replaces (what would be in SPIDER terminology) a BIU-to-BIU broadcast and a BIU-to-
own-RMU transfer.

2.6.4 FlexRay

In contrast to the other architectures considered, FlexRay provides no services beyond clock
synchronization and reliable (best efforts) message delivery. In particular, FlexRay does
not provide interactively consistent message transmission (nor even weakly consistent),
provides no membership or failure noti�cation service, and contains no mechanisms to
control SOS faults.

2.7 Flexibility

The static schedule of a time-triggered bus is rather in�exible, so some bus architectures
make provision for switching between different schedules at startup or during operation.
The different schedules may be optimized for different missions, or phases of a mission
(e.g., startup vs. cruise), for operating in a degraded mode (e.g., when some major function
has failed), or to accommodate optional equipment (e.g., for cars with and without traction
control). It is necessary to protect against inappropriate schedule switches (or switches
initiated by faulty nodes), so some kind of voting is usually employed.

The physical wires or optical cables routed around an aircraft or car represent signi�cant
costs (e.g., in material, installation, maintenance, and weight) and there is strong interest
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A variation is for each node to interpret this data as a simulation of the traf�c on a shared
event-triggered bus. It is proposed to use this approach to provide a simulation of CAN;
later versions of TTA are so fast that it is calculated that the simulation can go faster than a
real CAN bus while absorbing only a small fraction of the TTA bandwidth.

Observe that this approach brings all the safety attributes of TTA to the simulated event-
triggered bus: if one node manifests faulty behavior on the simulated bus, the other nodes
can remove it from their membership—this ability to detach a faulty node from the simu-
lated bus is beyond the capability of any real event-triggered bus.

Although it appears that TTA can perform the rôle of a CAN bus in addition to its own,
a full car or aircraft system is likely to need additional buses for secondary control functions
(to say nothing of those for entertainment). For example, a car door contains motors and
primitive controllers for the window, lock, and mirror; even a CAN bus provides excessive
functionality and costs too much to connect each of these devices separately. Consequently,
ultra-low-cost buses are emerging that can connect smart sensors and actuators to a gate-
way on a more muscular bus. These low-cost buses must operate with extremely primitive
controllers that lack even a clock oscillator. TTA incorporates this kind of service through
the TTP/A protocol [KHE00].

2.7.3 SPIDER

These elements of SPIDER are not yet developed.

2.7.4 FlexRay

FlexRay aims to be more �exible than the other buses considered here, and this seems to be
re�ected in the choice of its name.

FlexRay partitions each time cycle into a “static” time-triggered portion, and a “dy-
namic” event-triggered portion. The division between the two portions is set at design time
and loaded into the controllers and bus guardians. Nodes communicate using the Byte�ight
protocol during the event-driven portion of the cycle. A similar consortium to FlexRay has
developed the Local Interconnect Network (LIN) protocol [LIN00] and this is presumably
used to provide a low-cost sensor bus in association with FlexRay (similar to TTP/A for
TTA).

Unlike SAFEbus and TTA, FlexRay does not install the full schedule for the time-
triggered portion in each controller. Instead, this portion of the cycle is divided into a
number of slots of �xed size, and each controller and its bus guardians are informed of
which slots are allocated to their transmissions. Nodes requiring greater bandwidth are
assigned more slots than those that require less. Each controller learns the full schedule
only when the bus starts up. Each node includes its identity in the messages that it sends;
during startup, nodes use these identi�ers to label their input buffers as the schedule reveals
itself (e.g., if the messages that arrive in slots 1 and 7 carry identi�er 3, then all nodes will
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thereafter deliver the contents of buffers 1 and 7 to the task that deals with input from node
3). There is an obvious vulnerability here: a faulty node could masquerade as another (i.e.,
send a message with the wrong identi�er) during startup and thereby violate partitioning
for the remainder of the mission. It is not clear how this fault mode is countered. Neither
is it clear how con�guration errors, in which two nodes are allocated to the same slot, are
detected during startup. (Presumably the message received in that slot will be garbled by
the collision and will fail checksum, but then what?)

2.8 Assurance

Safety-critical systems must be furnished with strong assurance that they are �t for their pur-
pose. Regulation and certi�cation establish requirements for assurance in some application
areas (e.g., [RTC92,RTC00] for airborne software and hardware, respectively, and [MIS94]
for cars). Assurance is generally achieved by a combination of testing the actual artifact,
analysis and review of its design, and scrutiny of its design process. Since safety-critical
systems, such as the bus architectures considered here, must be fault tolerant, some of the
testing will involve fault injection. However, testing and fault injection can provide di-
rect assurance only to failure rates of about10� 4 or 10� 5 per hour, which are far short of
those required for safety-critical applications. The remaining assurance must be derived by
analysis of the system's design. Formal methods can assist in this process.

In formal methods, a mathematical model is constructed of key elements of the system's
operation (e.g., its clock synchronization algorithm), and mechanized calculation is used to
demonstrate that it meets its requirements, under its speci�ed assumptions. The appropriate
branch of applied mathematics for modeling discrete algorithms (whether they are destined
for software or hardware implementation) is formal logic, and calculation is performed by
the methods of automated deduction, such as theorem proving or model checking. One
attribute that renders formal methods particularly attractive in this domain is that it allows
all behaviors of fault-tolerant algorithms to be examined through logical case analysis;
this is especially powerful when considering arbitrary fault modes, because unlike explicit
testing or simulation, we do not have to particularize the notion of “arbitrary” but can leave
it totally unconstrained.

2.8.1 SAFEbus

SAFEbus was approved by the FAA as part of the certi�cation for the Boeing 777 (the
FAA certi�es only complete aircraft, not components), and is a �ight-critical part of every
777, whose commercial deliveries began in May 1995. Details of the assurance processes
used have not been published, but must have been extensive, and are now supported by
substantial �eld experience, with no failures recorded.
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2.8.2 TTA

TTA implementations have been subjected to extensive fault-injection experiments in the
context of the FIT project of the European Union, and evaluated in full-scale experimental
applications developed by DaimlerChrysler and several other automobile companies and
their suppliers. Aircraft engine controllers and cockpit automation systems under devel-
opment by Honeywell and cabin pressurization systems under development by Hamilton
Sundstrand/Nord Micro will be certi�ed under FAA and JAA requirements. 2

The basic Welch-Lynch clock synchronization protocol employed in TTA has been for-
mally veri�ed by Miner [Min93] and by Schwier and von Henke [SvH98]. The actual
TTA protocol has been formally veri�ed by Pfeifer, Schwier, and von Henke [PSvH99]. A
new veri�cation is planned (by me) that will extend the analysis beyond the standard fault
hypothesis of TTA using a hybrid fault model developed by Schmid [Sch00]. The member-
ship and clique-avoidance protocol of TTA has been formally veri�ed by Pfeifer [Pfe00],
but only under the standard fault hypothesis of TTA. Formal veri�cation of its properties in
the presence of asymmetric transmissions, and fault numbers and arrival rates beyond those
of the fault hypothesis, is in progress. Some of these properties have already been veri-
�ed by traditional (i.e., not mechanically checked) mathematical proofs [BP00,Mer01] and
recent work by Bouajjani and Merceron formally veri�es aspects of the clique-avoidance
algorithm [BM02]. Among the simpler properties of TTA, the timing rules for controllers
and bus guardians have been formally veri�ed [Rus01], and mutual exclusion on the bus
has been examined by model checking [MMP99]. The main remaining challenges are for-
mally to verify the properties of startup, restart, and reintegration, and to compose the many
separate analyses into a single veri�cation of the integrated TTP/C protocol. A survey of
many of these formal veri�cations for aspects of TTA is available [Rus02].

2.8.3 SPIDER

The interactive consistency algorithm of SPIDER has been formally veri�ed [MMTP02]
(it is similar to that previously performed for the Draper FTP architecture [LR94]). Its di-
agnosis algorithm also has been formally veri�ed [GM02]; it is similar to the algorithms
developed for MAFT [KWFT88] whose veri�cation is described by Walter, Lincoln, and
Suri [WLS97]. Formal veri�cation of the SPIDER diagnosis algorithm led to insights that
have produced an improved algorithm, which has also been formally veri�ed [GM03]. For-
mal veri�cation of the SPIDER clock synchronization algorithm is in progress.

One of the main goals of the SPIDER project is to serve as a demonstration study for
certi�cation under the DO-254 guidelines for airborne hardware [RTC00].

2Although the current applications for Honeywell’s TTA-based engine controllers are military, their assur-
ance processes closely follow those required by the FAA.
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